With the implementation of the ability to use DoD PKI and Interim External Certificate Authority client certificates with the VPO, you will now be seeing a new and probably unfamiliar dialog box each time you initiate a new browser session and connect to the VPO. This window is used to tell the browser which client certificate you would like to present to the server for authentication. In Internet Explorer, this window will look something like this:
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If you experience problems while attermpting to register for the first time, please callthe VPO Support Desk at 858-537-8735 or e-mail them
at vposupport@spavar navy mil. For other problems, please contact the site registrar for the site in question. Registrar contact infomation
is available on the site list. Please note that you will need to log in to view this list. IFyou are unable to log in, please corttact the SPAWAR
Help Desk via one of the methods noted previously.
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 This is an example of a DoD PKI certificate installation where each individual certificate has it’s own purpose and function. To determine which certificate is used for client authentication, click on the “View Certificate” button. You should then be looking a screen like this:
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Register your DoD PKI/IECA Client Certificate

To register your DoD PKI or IECA client certificate for use with this web server, simply click
on the "Submit Certficate” button below: You will be notified by email at the address
indicated when your certificate has been accepted for use.

Certificate Information:
Common Name:  Koch.Robert.L.0200059981

Issuer. DOD CLASS 3 CA3

N Contact Information:
Full name: Robert L Koch

E-mail address:  kochrab@saic.com
Phone Number. 858 826-6331

Submit Certficate
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ate Registration Request Submitted

You will receive an e-mail notification when the system adrministrator has reviewed your
request

This is the contact information you provided:
Full name: Robert L Koch

Email address:  kochrab@saic.com
Phone number. 858 826-6331
Comments: Authenticated

This is the information in the certificate you submitted:

Certificate Subject Certificate Issuer
N Distinguished Name
Cormmon narme: Koch Robert LO200059981  DOD CLASS 3 CA3
Orgarizatior US. Governrment U, Governrment
M Organizational unit: ~ DoD DaD
City or locality
State or province
N Country: us us
Ermail Address
Validity Dates
Start 051401 22:10 GMT

End: 05-13.04 22:10 GMT
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Note the “Issued by:” line in the center of the lower half of the window (marked with an arrow). For DoD PKI certificates, “DOD CLASS 3 CA-“ followed by a number indicates that this is the client certificate for authentication. The other certificate(s) will have “DOD CLASS 3 EMAIL CA-“ followed by a number to indicate that these certificates are used with email. Once you have determined which certificate to use, select it and click OK. 

Now connect to the VPO Home Page (https://vpo.spawar.navy.mil) and click on “Account Admin”. You should now be looking at the Account Administration page:

	


On the Account Administration page, press the button for the Certificate Registration option. When prompted, login using your VPO username and password. Once you have successfully logged in, you will be presented with the certificate registration form:

	


Click the “Submit Certificate” button to send your request to the server. You will then be presented with a  confirmation page:

	


You may want to print this for your records but this is not required. You are now done with the client registration process. You will be notified via email at the address listed above when your request has been processed. Until October 1, 2003 you may continue to use your VPO username/password to login but after that date, you will be required to have a registered client certificate in order to access the server.

