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Introduction

What is the VPO?  

The Virtual Program Office (VPO) is a secure, web-enabled application used for knowledge management, program/project communications and asynchronous collaboration for highly mobile, widely distributed Users.
How is it used?  

The VPO can be used for enterprise planning, program development, acquisitions, risk management, and more.  

How does it work?  
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Preserves corporate knowledge within a common 

environment

The Virtual Program Office  

-

VPO

The VPO is designed for access via a web browser. Any workstation, thin-client, or mobile computer that supports Internet standards can access the VPO. Encryption ensures application security for collaboration among SPAWAR members, other government or contractor activities, and the Fleet.  

What are the features of the VPO?
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Site List
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Suggestions

Warning
This is a Department of Defense Computer System. Please read disclairer before
proceeding

VPO Assistance
For VPO assistance, please contact your VPO Registrar. For VPO technical
support, please call 658,537 8735 or e-mail vaosu spawat navy.mil

VPO Suggestion
To make a VPO suggestion, please click the VPO Suggestion button

VPO Support

Level 1
Contact your VPO
Registrar

Level 2

VPO Tech Support
858,537 8735

Eor more information

NMCI Assistance
For NMCI assistance, please contact the Helpdesk at 1.866. THE.NMCI
(B43.6624) or via e-mail at HelpDesk_SDNI@nmekisf.com.

508 Accessibility

The pages on this web site have been reviewed and revised to be accessible to
indviduals with disabilities in accordance with provisions of Section 508 of the
Rehabilitation Act. We are continually working to ensure that this web site is
accessible to everyone, including those with disabilties. If you find a problern that
prevents access by you or someone you know, please contact us by sending an
e-mmail to 508@spawar navy mil. Information that cannot be accessed will be
provided in an atemative form, as needed for those persons whose disabilties
prevent ther from using this web site.




Figure 1  VPO Main Page

The following is a short description of the VPO features:

News - Broadcast team communications such as news items, deadlines, or upcoming events.

Project - Track the assignment and progress of tasks that comprise projects.

Calendar - Announce events, meetings, vacations, and other activities that will affect the group.

Collaboration - A place where team members can work together to create and edit team documents. Final documents are moved to the Library for reference material or delivered documents; allows users to communicate the reasons for changes; useful for project history.

Library - A place that stores final documents, briefings, and papers.  If a document needs to be edited by multiple persons, it should be moved to the Collaboration section of the VPO. 

Discussion - The VPO Discussion section provides the ability to hold asynchronous (not in real time) discussions with other members of the VPO.  
Links – Provides each VPO site with a location to add custom links.  Users should talk to their Site Administrator if they wish to add a link.

Phone List – A list of names and phone numbers for all registered and select non-registered members of a particular VPO site.

Help – Provides the users with answers to commonly asked questions.  It is also where Users can make recommendations for improving the VPO and gain access to the on-line training manual. 

Tools – Users can change their own passwords; this feature provides a convenient link to request access to additional VPO sites.

Site Configuration – Each VPO site can be customized to suit the needs of its members.  
VPO Registration 

VPO access is controlled by an on-line registration process.  Users must register for an account and request access separately for each VPO site.  To ensure data security, the Registrar must approve each access request individually.   

New users, who do not have a VPO account, should go to the VPO Main Page: 

https://vpo.spawar.navy.mil.

The VPO Main Page provides the opportunity for first time users to register or users with VPO accounts, to request access to additional sites, to view a complete site listing, to view a list of the sites to which they have already been granted access, to see a VPO Demonstration slide show, to participate in a VPO-wide discussion, and is a prime resource for help, such as FAQs and contact information for site POCs and the VPO Support Desk.
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Figure 2  Account Administration page

What are the Registration Options?

When a VPO guest clicks the “Account Admin” button on the VPO Main Page  of the VPO, they will see the screen shown in Figure 2 above: the account administration page.  At this point, the VPO guest has not logged in.  

The VPO guest can select one of the following three options.  

· Option 1:  First-time Registration

· Option 2:  Additional Site Registration

· Option 3:  Change your VPO password.

Option 1:  First-time Registration

Click this option if:

· You have never registered to the VPO.

· You do not have a user ID and password.

For this option, the user will complete a three-step process, providing requested information about him/herself.  Once complete, the system will send you, the official Registrar for your site, an email notifying you of the access request. As a Registrar, you will base your decision to grant access on the information the new user has provided in this registration form.

Instructions for New Users for First-Time Registration 

1. Use your browser to go to the site https://vpo.spawar.navy.mil
2. If you have never used a VPO before, there is a one-time procedure of obtaining a VPO account.  

3. Click the  “Account Admin” button.

4. Click the “Option 1” button.       [image: image3.png]Option 1




5. Follow the instructions.

Option 2:  Additional Site Registration

Click this option if:

· You have successfully registered to the VPO. 

· You want to request access to an additional VPO site.

Instructions for Adding Additional VPO Sites

1. Use your browser to go to the site https://vpo.spawar.navy.mil
2. Click the  “Account Admin” button.

3. Click the “Option 2” button.      [image: image4.png]Option 2.




4. In the list of VPO sites, click one of the sites you would like to register for.

5. Fill in the requested information about the person who can verify your requirement to gain access to this specific VPO site.   This person must be military or civil service.

6. State the nature of your request for access to this VPO in the comments block. 
Your comments will enable the Registrar of this VPO to assess your security level requirements.

7. Click the “Submit” button.
The system will email your request automatically to the appropriate Registrar.

8. The VPO Registrar will review your request and you will be notified by email, when permission is granted.

9. When you receive email approval, you may enter the VPO site. 

10. Use the UserID and password you entered on the registration form to login to the VPO sites for which you have access.

11. Remember your UserID and password are case sensitive. 

12. Your password for the VPO is the same for all sites.

Option 3:  Change your VPO password.

Click this option if:

· You have successfully registered to the VPO. 
· You want change the password on your VPO account.
In the process of changing his or her password, the user must log in with their old password.  Then, the user may enter a new one. This option lets the user change his or her passwords without the need of the VPO Registrar.  If the user does not know his or her old password, the VPO Registrar will be the one to make the change.

View of the VPO Main Page 

The VPO Main Page provides first-time registration, a place to register for additional sites, a complete VPO site listing, a listing of sites to which you are registered, a resource for help with passwords, logging in, or to report problems with the VPO.

Some of the other buttons available on the main VPO entry screen are described below.

VPO Site List

· The Site List button provides Users who already have a VPO account to access a complete list of VPO Sites.  

· When a User clicks on a VPO site name, the system checks to see if that User already has access to that VPO.  

· If they do, the system will display a message box, asking if they would like to go to that specific site.  Click OK and the VPO site opens.

· If they do not already have access to that site, the system will open the form for the User to request access to that site.

VPO Assistance

· Help buttons throughout the VPO provide Users with resources for help.

· A complete listing of Registrars to contact regarding forgotten passwords.

· Information about how to contact the Help Desk.

· Each of the VPO pages has a context sensitive Help button.  

Click the Help button on the page to see specific information about that VPO page.

VPO FAQ

· A list of FAQs regarding passwords, VPO training, VPO processes, and so forth. 

VPO Demo

· Click this button to take a virtual tour of the VPO. 

· No password is required for this interactive PowerPoint presentation. 

Discussions

The VPO Discussion section provides the ability to hold asynchronous (not real time) discussions with other VPO members.  These discussions can facilitate the collaborative work efforts of geographically dispersed work teams, capture the context of decisions made during the planning and execution of a project, and provide a historical record of activities that can be useful in collecting lessons learned.  

Unlike the Discussion features available within each VPO, which is intended only for the members of a specific VPO, this discussion feature is available to all VPO members.  Here discussion can be created across VPO lines.


Suggestions

Users may make suggestions on ways to improve their VPO, by clicking the Suggestion button on the VPO Information Center.  When logged into your VPO site this can be found under  “Help” select “Add Suggestion.”

Alternatively, if the user is already logged in, he or she can click the "Help" button on the left navigation bar; then, click the "Add VPO Suggestion" link to add a suggestion.

VPO Registration Process

Registrar Responsibilities
· Granting access to the VPO site.

· Changing or removing access to the VPO site.

· Handling Tier I  - User Support.

Registrar needs to understand
· Your site’s business process for approving new users.

· Understanding and applying Access levels that may be granted.

· How your VPO site is implemented and what the various layers of the site are.

· The organization's rules for VPO access and restrictions on sharing data.

· How to approve a registration.

· How to troubleshoot registration problems.

· How to get further support when necessary.

What does the Registrar need to do?

· Set the approval/disapproval messages in the registration database.

· Set policy for site access and communicate that to the user community.

· The Registrar should advise their organization that they are the first point of contact for access problems.

· Keep an open dialog with VPO Technical Support staff for assistance and improvements.

· Verify and grant access to VPO users.
Permission Roles

Permission to read information on a VPO is controlled by the role assigned to the individual during the registration process.  The different roles include:

Administrative Level: 

Site Director, Registrar, Webmaster, and Librarian; 

Operational level: 

Manager, User, Limited User, and Reader.  

One individual could be a Site Director for one site and a User for several others.  The role assigned determines the information that person will be able to read or edit.

For example, by default, 

· Users can read everything unless intentionally excluded; a User can edit only those documents which he or she created to which they have been given specific edit access by name.
· Limited Users cannot read or edit anything, unless intentionally included; Limited Access Users can edit only those documents, which they created or those to which they have been specifically given edit access by name.

· Readers are only allowed to read and must be intentionally included.

On an item-by-item basis the author can change the defaults to include or exclude roles and individual persons.  Below is a list of the various roles and their default permission settings in more detail.

Site Director

The Site Director role should be given to a person who is responsible for the overall content of the VPO site. The Site Director must be a government or military person.  In some cases, the access granted to a Site Director may be comparable to or even exceed that granted to a Manager. Along with the Registrar, the Site Director is designated by the organization at the time the VPO is created and is the primary point of contact for the VPO site. 

If the Site Director changes, the VPO Support team must be contacted, allowing them to update their records.

Default - By default, the Site Director role has special rights granted to it, the ability to read and edit all documents and make changes to their location on the VPO site.

Registrar

The Registrar is the person who administers and approves User registration for a VPO site. The Registrar also acts as the point of contact for User access and registration for that particular site. Along with the Site Director, the Registrar is designated by the organization at the time the VPO is created.  A Registrar may control a single installation or multiple sites (e.g. the 08 Registrar also handles 08-2, 08-3, etc). Lastly, the Registrar coordinates registration issues, support requests, and change requests with VPO Help Support. Only the VPO Technical Support Team has access to grant/remove the Registrar role, so all changes will need to be sent to them.

The Registrar may approve users into one of four general Levels of Access

· Manager
· User

· Limited

· Reader

Webmaster

The Web master role should be given to a person who is tasked with maintaining the look and feel of the VPO site: the user configurable elements of the VPO application profile and posting static web pages. This role could include, but does not require, persons who are responsible for the overall content of the VPO site. In some cases, the Site Director and web master are the same person. If the Webmaster is changed, the Site Director or Registrar must notify the VPO Support Team.  The following are the rights granted to the Web Master:

Default - By default, the web master role has no special rights granted to it, other than the ability to make changes to the system documents which contain user defined configuration information and the ability to post and remove static web pages. This does not mean that only the web master can create web pages, but simply that the web master is responsible for loading them into the web pages database to maintain a measure of production control.

VPO Librarian

The VPO Librarian role should be given to a person who is tasked with maintaining the documentation organization of a VPO site.  This role could include--but does not require--persons who are responsible for the overall content organization of the VPO site. In some cases, the Site Director and VPO Librarian are the same person. In order to assign a user to the Librarian role, he or she must already be a VPO member, and you will need to send the request to the VPO Support Team for implementation.  With this in mind, the VPO Librarian role has the following rights:

Default - By default, the VPO Librarian role has no special rights granted to it, other than the ability to make changes to the location of documents on the VPO site. This does not mean that only the VPO Librarian can move documents, but simply that the VPO Librarian is responsible for organizing them in the VPO site database. 

Manager

The Manager role should be given to a person who is part of the organization's management. This role should include persons who are responsible for the overall content of the VPO site. Should a subordinate post classified information in an open area or inaccurate or inappropriate information, the organizational management is responsible for the actions of those subordinates. The rights granted to the VPO manager can be customized to suit the requirements of the position, as specified by the Site Director.

User

The User role should be given to trusted individuals who will utilize the VPO site to perform their duties. By default, VPO document is set for “User” access.  Meaning  “User” can read documents posted in VPO.  With this in mind, the User role will be granted rights as follows:

Read access - A User will normally have read access to all documents in a database. However, the document author or any other authorized editor can restrict access to specific documents. In this case, Users will only have access if they are listed individually in the authorized readers list.

Create access - A User can create documents in the action items, meetings, calendar, phone list, news, file library, and collaborative documents databases. 

Edit access – A User can edit only those documents which he or she created to which they have been given specific edit access by name.

Limited Access User

The Limited Access User role should be given to trusted individuals outside the SPAWAR/DOD family who will utilize the VPO site to perform their duties or need access to information contained within the VPO. With this in mind, the Limited Access User role will be granted rights as follows:

Read access - Limited Access User will normally have read access only to those documents they have created. The author or any other authorized editor of a document may mark the document so that all Users with limited access can read the document, or individual Limited Access Users can be granted read access by name. 

Create access - Limited Access Users can create documents in the action items, meetings, calendar, phone list, news, file library, and collaborative documents databases. 

Edit access - Limited Access Users can edit only those documents which they created or those to which they have been specifically given edit access by name.

Reader

The Reader role should be given to trusted individuals outside the SPAWAR/DOD family, who will utilize the VPO site to perform their duties or need access to information contained within the VPO. By default, the Reader User cannot read any documents posted on the VPO.  With this in mind, the Reader role will be granted rights as follows:

Read access - Reader role will normally have read access only to those documents, they have been granted specific access.  They cannot create any documents on the VPO.  The author or any other authorized editor of a document may mark the document so that all Users with Reader role access can read the document, or individual users can be granted read access by name. 

Create access - Reader role cannot create documents.  These users have read access only. 

Edit access - Reader role cannot edit documents. These users have read access only.

Pending Registration

Once the new user has completed the registration form, a pending request is posted and an email is sent to the VPO Registrar of that site.

The Registrar reads the email and clicks on the link that is included in the email.  

The link opens into the Pending Registration form.
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Figure 3  Pending Registration Form

The information in Figure 3 is provided by the requestor.  As the Registrar of the VPO, it is now your responsibility to approve or disapprove the request.

Two-Tiered Approval Process

The SPAWAR CIO, responding to input from the SPAWAR Inspector General and others, has directed that the VPO access approval system be modified such that it requires two persons, one of whoever must be a Government employee (civil service or military), to approve a new VPO user for access.
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Figure 4  Registration Process

Your VPO Site should have a process for authenticating requests to access your VPO.  These questions should be addressed when building your site’s business process.

For example:

· Identity of the person making the request.

· Does this person have a valid need-to-know.
· Level of trust of this person.
Registration Process

Only through the due diligence of all who are part of the registration approval process, can the security of the Virtual Program Office be maintained.

The system has been modified to conform to the requirement for a two-tier registration process and functions as follows:

1. The Registrar reviews and verifies the information provided by the requestor in accordance with the guidelines set forth previously in this document and summarized in the registration approval checklist.

2. If the requestor does not meet the requirements for access to the site, the Registrar disapproves the request. The requestor will be notified via email and the request put into the "Disapproved" list. No further action is required on the part of the Registrar or Site Director.

3. Having determined that the requestor should be approved, enter any appropriate comments in the section provided, select "approve" and submit the request. The Site Director will be sent a notification message via email, indicating that a request is ready for his/her attention.

4. The Site Director, having reviewed the information provided by the requestor and the Registrar, can either approve or disapprove the request, entering the supporting information into the "Registrar Comments" block and an appropriate message to the prospective user in the "Comments to User" block.  If the Site Director feels that more information is needed to come to a decision, the Site Director (or the Registrar) can contact the requestor or sponsor for further clarification prior to making the approve/disapprove selection.  

5. The requestor is notified via email of the action taken. The Registrar will receive a copy of this notice as well in order to be fully cognizant of the action taken and the reasons behind that action. 

Once the user has been approved into the system, either the Site Director or Registrar individually, can modify their access. In other words, it is only requires one person (Registrar or Site Director) to change the user's access role (reader, limited access, user, manager) or remove the user from the site.
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Figure 5  Decision Tree

At a minimum, the following steps should be followed:

1. Review the request for information:

a. Do you know the person?

b. Do you know the person who can confirm the request?  Government or military person?

c. Is the email military or other?

d. Do you know the organization represented?

e. Is this person a US citizen?

f. Review the reason for requesting access.

g. Does this person have a need for access?

2. Call the person who can confirm the need for access and question them.

a. Does the confirming person know this potential VPO user? 

b. Does the confirming person know anyone in your VPO organization, who could sponsor him or her?

c. Why does this potential VPO user need access?

d. Question the reason given on the VPO request by the potential VPO user with the confirming person.

3. Enter information gathered in the Registrar Notes field.  The user does not see this field.

4. Based on your information gathered, instructions or directions by your Site Director, click the appropriate permission role:  Reader, Limited, User, or Manager.

5. Only after confirming the potential VPO user need for access, click approve or disapprove radio button.  

6. Enter any comments to the user in the appropriate field.
If you are satisfied with your investigation and have successfully completed the pending registration window, click Submit.


Site Director Approval of Requests

In the Two-Tiered process, an email is sent to the Site Director for final approval of the potential user, granting access to the VPO.  

1. The Site Director receives the Registrar-validated email, sent by the VPO system, when the Registrar clicks the Submit button in the approval process.

2. The Site Director will then review the request and the Registrar’s comments.

3. Based on this information, the Site Director will approve or disapprove the request.  An email will then be sent to the potential user, stating the result of his VPO request.

Disapproved Requests

Requests that are marked as “disapproved” are forwarded to the VPO Tech Support for process tracking and review.

Modifying Access

Registrars are responsible for user access privilege modifications.  The Registrar may change the access by:
· Upgrading, i.e. Limited User to a User.

· Downgrading, i.e. User to a Reader.

· Access can be denied and a user can be removed from the VPO.


Selecting the user’s registration record, reselecting appropriate check boxes and submitting the record will modify the user’s access.
VPO Registration Check List/Matrix

To assist the registration with the process of approving or disapproving, review the following check list to insure all areas have been accomplished.
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Figure 6  VPO Matrix

Password Expired

If the VPO user cannot access the VPO because their password has expired or they have forgotten their user name and/or password, the Registrar will provide assistance:

· Issue the user another temporary password.

· Review the user’s account and provide the correct user name.

The Registrar must verify the identity of the VPO user before changing the user’s password.  Request the name of the confirming person they entered in their application --or other specifics.

Users are given an opportunity to update their password.  [image: image11.png]« ElMepcuest Clrortal Clother
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When a User receives this message, they must reset their password to access the VPO site.  When they click the OK button, the system displays the change password screen.
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The user enters the new password and then confirms it in the next field.  Once these two fields are complete, the user clicks the Submit button.  The password is changed for all VPOs for which the user has access.

Access Problems

Many of the access problems can be categorized as the following:

· Password Problems 65%

· Wrong User Id 20%

· Bad URL 5%

· Other problems 10%

Registrars can repair any of these problems.  Problems that fall into the “Other” category may need to be referred to the VPO Help Support for solution.

 Access Solution

Generally, access problems can be diagnosed and repaired by following these steps:

1. Verify that the user is going to the correct URL for your site.

2. Verify the user is trying to access the site with the correct user identification.

Note: The VPO will recognize the user id of the user’s full name that was used in registration.  For example: William J Smith

a. User id is “smithj”

b. Full name is “William J Smith”

3. If the URL and user id are correct, the Registrar should attempt to change the password.  To reset a password, click “Tools” on the left navigation bar then click the “Change Password” link.

4. If this fails, the Registrar should access the user’s registration to re-submit the user’s request.  Under “Groups to Join”, make sure that “Edit User Groups” is selected then re-submit.  This should reinsert the user into the access group.


Note: This change is not immediate. The system must re-index the VPO user database. Please allow 5 minutes to accomplish this task.

5. If the Registrar cannot resolve the problem, the Registrar should instruct the user to contact VPO Tech Support VPOsupport@spawar.navy.mil (858-537-8735).

a. Keep in mind VPO Support is not authorized to reset or issue temporary passwords.

Appendix

New VPO Registration Requirements

1. Site Director must be a US government person (civilian or military).

2. Registrar and Site Director must be different people.

3. There may be more than one Registrar and Site Director.  This is encouraged when a VPO Site has numerous users.

4. The reference provided by applicant must be a US government person.

5. It is mandatory for a registrant to fill in all information in his/her registration menu, including text boxes.  

If not, an error message will popup stating: “This is a required field.  Registration cannot be completed until all necessary information has been provided.”  The registration process is halted, unless registrant fills in all information.


6. Registration approval process is two-tier with approval required by Registrar and Site Director.  

7. Two comment boxes have been provided for comments on approval/disapproval process.  These are to be completed by the Registrar.

a. The Registrar Comments field is visible only to Registrar and Site Director.  This field provides rejection details and other comments concerning the registration process.  These comments are stored in a database for later review and comparisons with other rejections.  

The Requestor Comments field provides a location for comments and information the Registrar may wish to send to the requestor.  The information in this field is forwarded to the user in the approval or disapproval email.  

b. Users Comments field is used to provide the user with reasons for changes or “welcome aboard” messages.










Figure 9  Changing Password Screen





Figure 8  Expiring Password Notification
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